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Avanade and Microsoft Copilot for Security

Healthcare pays the highest price of
any sector for cyberattacks

The surge in cyberattacks and a global shortage of security talent
is making healthcare organizations increasingly vulnerable. As

threat actor tactics become more advanced, now is the time to take

a new look at the heightened protections generative Al powered

i luti ffer.
security solutions offer ’ . )

Hospital mortality rises in $10.93M 4

the aftermath of an attack. is the global healthcare

Doctors are unable to look up industry reported cost of Why is health care a

past medical care, or check a data breach -- almost target?

patient allergies, for example. double that of the o=

Scheduled surgeries can be financial industry :

canceled. and ambulances ‘ Med!cal rgcords can command
' World Economic Forum multiple times the amount of
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medical records and other of healthcare data person's medical information is

systems. breaches in the U.S. permanent.

were due to hacking
incidents in 2023

HIPAA Journal
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https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4579292
https://www.weforum.org/agenda/2024/02/healthcare-pays-the-highest-price-of-any-sector-for-cyberattacks-that-why-cyber-resilience-is-key/
https://www.hipaajournal.com/healthcare-data-breach-statistics/#:~:text=In%202023%2C%20OCR%20reported%20a,were%20due%20to%20hacking%20incidents.
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Avanade and Microsoft Copilot for Security

Copilot for Security assists novice and professional security experts
greater speed and accuracy

Microsoft Copilot for Security not
only natively integrates with the
Microsoft Security platform but is Copilot for Security gives users a single incident experience and
also highly extensible and backed an end-to-end view of threats across their digital estate. With
by a rich ecosystem of partner just one set of automation rules and playbooks enriched with
integrations. generative Al, coordinating responses to attacks is easier and
quicker.

Your all-in-one security assistant

L7

Microsoft Copilot for Security

It aids security, data and

, ) Based on a Microsoft study, security operations center (SOC) tasks
identity departments close the finished faster with overall greater speed and accuracy for novice Microsoft proprietary Security Large
talent gap and overcome the and professional security experts. More than 93% of users wanted Language Model, built using Microsoft's
challenge of disconnected tools to to use it again. World Leading Open Al platform, backed
respond more effectively and faster by Enterprise Grade Security.

to threats and admin tasks.

Early Copilot for Security Access Program: Microsoft invited Avanade to be part of an Early Access Program.
Operational results from early access to Copilot for Security! have been overwhelmingly positive, with:

86% 40% 44% 26% 83% 90%

rise in productivity time saving increase in speed boost for of respondents planning to use
for 'new-in-career’ on core security accuracy generated results saying Copilot Copilot the next
analysts operations tasks reduced the time they perform
effort needed to the same task

complete a task

é@ aVanade References

T Microsoft Copilot for Security randomized controlled trial conducted by Microsoft Office of the Chief Economist, November 2023


https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-copilot-security

Avanade and Microsoft Copilot for Security

Microsoft Copilot for Security integrates advanced Al capabilities
Access to end-to-end security, identity and compliance across a portfolio of capabilities.

Copilot for Security brings together many of the applications your team may already be using. Only now with a coordinated experience, you
can make a more rapid informed response and cover more threat vectors.

Natural language KQL Attack surface management Vulnerability management

Prompts to investigate
suspicious device activity
Natural language queries to
pull information about device
enrollments, compliance, sign-
ins and hardware

Execution of custom skills logic
apps using to update
configuration policies

Ability to write Sentinel analytics
rules using natural language
Conversion of TTPs (tactics,
techniques and procedures)
identified in hunts or from threat
intelligence into KQL (query
language)

Migration support from other
products

Integration with external attack
surface management (EASM) to
get a summary attack surface that
aids in incident investigation
Logic apps integration to act on
unmanaged devices

Threat actor insights and list of
technologies susceptible to the
vulnerability

Prompts to get mitigations and
remediation recommendations
Automated validation of
vulnerabilities after remediation

Detection and response Identity access management Data protection e mtelr:lug:tr:rc]; IORSES

Natural language prompts and
promptbooks for Microsoft
Sentinel and Microsoft
Defender XDR incidents
Execution of logic apps to take
remediation and actions as
part of an incident

Executive summary reporting
and incident graphs

Natural language querying of
Entra

Custom skill query for
independent software vendor
(ISV) products (i.e., "What access
does user X have?")

Embedded experience to bring
Copilot into third party product

Natural language prompts to
investigate data loss prevention
incidents

Custom skills using LogicApps to
allow / block users / devices for
data transfer

Custom skills to update data
classification and risk profile

Natural language KQL (query
language) for threat

hunting (Microsoft Defender XDR
and Microsoft Sentinel)

Custom skills to pull threat
intelligence information from
external databases

Prompts to get summary of recent
threat intelligence

&0 avanade
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Game-changing results fc

Security Administrators and Security Operations Ana
global threat intelligence, Copilot removes laborious
security outcomes.

= Rapid incident response

ol

In minutes, identify an attack, assess
its scale, and start remediation based
on real-world incidents.

ilz Hunt threats and vulnerabilities Q@O

Pinpoint vulnerabilities using
simple natural language prompts
that examine your IT environment
for breaches.
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Avanade and Microsoft Copilot for Security

Start your Copilot 1 Become generative-Al literate
for Security journey

Begin generative Al fundamentals training within your teams, including
essential prompt engineering basics.

To embrace Al for your future security operations, 2 Understand the technical Pre'reCIUiSites
there are steps you can take today in readiness
for Copilot adoption. Our end-to-end services
can help you with this process and build a case
for investment.

Copilot for Security works with other Microsoft security products to generate
guidance, including Microsoft Defender XDR, Microsoft Sentinel, Microsoft Intune,
Microsoft Entra, Microsoft Purview and Microsoft Defender for Cloud. The minimum
requirements for use are Microsoft Defender for Endpoint and Microsoft Entra ID.

3 Identify your pain points

Look at the challenges and skills gaps within your Security Operations Center
(SOQ), teams and surrounding security services, such as Entra, Intune and
Purview. Then map out Copilot's capabilities against these pain points to
establish tangible outcomes and benefits.

4 Assess key stakeholders
é o\ ‘ _ This could be anyone in your SOC team, as well as those who manage Entra ID,
A ‘ Intune, Purview, and Defender for Cloud. Capture use cases by examining your top
L4 : three manual processes and identifying the ways that Copilot can bring value to

your teams in these areas.

5 Develop a business case

\ / Estimate the time you could save with Copilot, attribute a monetary value to
it and then forecast this across all of your manual SOC processes to develop a
return on investment. Then look to the future and consider what strategic
projects your team could unlock if you achieved the projected time
and monetary savings.



Avanade and Microsoft Copilot for Security

Avanade, leading the field
in Copilot for Security adoption

As members of Microsoft’s Design Advisory Council
for Copilot for Security, we have a deep understanding
of how the technology works and how to get the best
from it. Together with Microsoft, we've helped shape its
functionality, ensuring it has the capabilities and features
to protect our clients from ever evolving cyberthreats

- now and into the future.

Our holistic approach, combining advisory, consulting
and managed security, is complemented by an in-depth
knowledge of Al learned from our work across 6,000+
Al projects for over 350 clients. This means we can

help you create genuine human impact with Copilot
protecting your customers, employees and data.

‘N 11 Unlocking valug...

L |

@ avanade

Awards

2x Microsoft Security Zero Trust champion

18x Microsoft Global Systems Integrator
Partner of the Year

90+ Partner of the Year awards

60,000+ Microsoft certifications —
more than any other partner

Microsoft Advanced Specializatio
« Cloud Security

Information Protection and Governance
Microsoft Threat Protection
Identity and Access Management

i End-to-end services
/Q + Security Advisory

« Security Consulting

« Managed Security Services

Member of
Microsoft Intelligent
Security Association

B Microsoft Security



Avanade and Microsoft Copilot for Security

Start your Copilot for Security journey, today

Avanade can give you an in-depth understanding of the value Copilot for Security can bring to your healthcare
organization. We start by working with your security team to discover your business need and identifying the Copilot
and Microsoft capabilities that can help. Then we take a deep dive into your pain points, creating a proposal for
deployment and ongoing support.

Copilot for Security workshop: Deploy and Modernize:
2 hours 6 weeks to 6 months

Learn and Discuss:
1 to 2 hours

In this workshop, we identify your top three With our expert support and guidance,
SOC pain points and manual investigation we make your deployment plan a reality.
processes and show you how they can be

transformed with generative Al. You'll come

away with a detailed roadmap outlining how

to deploy and modernize your SOC with

Copilot for Security.

In this free discussion, find out how to
get started with Copilot for Security,
including our exclusive demonstration
and readiness assessment.

Imagine what you will do with Al

Take the first step on your Copilot for Security journey.
Contact us to find out more about Copilot or to get started.

Start now [ .°



https://www.avanade.com/en/services/microsoft-tech/microsoft-security/copilot-readiness-assessment#mktoForm_9600
https://www.avanade.com/en/services/microsoft-tech/microsoft-security/copilot-readiness-assessment#mktoForm_9600
https://www.avanade.com/en/services/microsoft-tech/microsoft-security/copilot-readiness-assessment#mktoForm_9600
https://www.avanade.com/en/services/microsoft-tech/microsoft-security/copilot-readiness-assessment#mktoForm_9600

@ avanade

North America South America Asia-Pa
Seattle Sao Paulo Australia
Phone +1 206 239 5600

Europe@avanade.com

About Avanade

Avanade is the leading provider of innovative digital, cloud and advisory services, i
experiences across the Microsoft ecosystem. Every day, our 60,000 professionals in 26
impact for our clients, their employees and their customers.

We have been recognized, together with our parent Accenture, as Microsoft's Global SI Partne
other company. With the most Microsoft certifications (60,000+) and 18 (out of 18) Gold-leve
we are uniquely positioned to help businesses grow and solve their toughest challenges.

We are a people first company, committed to providing an inclusive workplace where employees fee
their authentic selves. As a responsible business, we are building a sustainable world and helping yo
under-represented communities fulfill their potential.

Majority owned by Accenture, Avanade was founded in 2000 by Accenture LLP and Microsoft Corporation.

Learn more at

©2024 Avanade Inc. All rights reserved. The Avanade name and logo are registered trademarks in the U.S.
and other countries. Other brand and product names are trademarks of their respective owners.
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